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https://globaleaks.org

Whistleblowing...everywhere
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https://www.globaleaks.org/implementations/

+25 languages
+200 projects worldwide


https://www.globaleaks.org/implementations/

i
WHISTLEBLOWING

https://www.whistleblowingosolutions.it

Innovative Startup (non-profit) for the sustainability of the
Globaleaks Project

Supporting Whistleblowing Projects with:

Professional Services

Technical Assistance

WB SAAS

Software and infrastructure Maintenance

Custom Development

----> Reinvesting 100% of earnings into GlobalLeaks and anticorruption initiatives


https://www.whistleblowingosolutions.it

2011, The Starting Point

WikiLeaks, Chelsea Manning, Collateral Murder

| just estimate there's probably about twenty of them.




Critical Submission Forms with no HTTPS
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Contactez-nous
Nom et prénom @ Portail national Anticorruption
Fonction &) FAQ

Société @ Liens utiles

http://www.inlucc.tn/1/taches-courantes/contact/
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Globaleaks: The Idea

Build a usable platform to support secure
and anonymous whistleblowing.

Worldwide.
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2011’s Globaleaks vision

Transparency Activism Media

® NGO and informal activism organisations

® They will promote the GL node

e They will only promote the Glunoderand, ® Media outlets, Magazine and jJournalism
others will analyze the datd associations can setup a VB interface

e Advocacy on the importance of ® Collects Anonymous report by default
Transparency and accountability e Two real world use cases

® Corruption spotting

Public Agencies Private Corporations
® |Important tool to be integrated within the
® [nternal and external public WB services corporate organizational model
e USA IRS,US SEC, EU Antitrust ® Typically managed by internal audit
® |nvolve citizens into spotting tax evasion, ' ® Accountability mandated by the law
market manipulation, corruption; e Sarbanes-Oxley Act (USA)

malpractice in health and environmeént
® Digs 231 (ltaly)



| OPEN TECHNOLOGY FUND

Zz
’é;,
%‘
%

Hzvos

people unlimited USAI D

FROM THE AMERICAN PEOPLE



Speed Dating with
Globaleaks

ip

What is digital
whistleblowing?

Which are the principles and
the philosophy behind
Globaleaks?

On which technologies is the
software is based?

13



A simple submission form with embedded security

Fill out your submission

Short title @

Full description @

Attachments @

@ Add file

+ Submit

14



Globaleaks Internals

Backend: Python
(Twisted / Storm / Tor / python-cryptography...)

c© @& Tor

Frontend: JS
(AngulardS, Bootsrap, OpenPGP.js...)

<43

15



' Home About Tor Documentation Press Blog Newsletter Contact

Download Volunteer, Donate
HOME » PROJECTS » TORBROWSER

Software & Services: * Nyx * Orbot ¢ Tails * TorBirdy * Onionoo * Metrics Portal * Pluggable Transports * Shadow

What is Tor Browser?

The Tor software protects you by bouncing your communications around
a distributed network of relays run by volunteers all around the world: it
BROWSER prevents somebody watching your Internet connection from learning what
sites you visit, it prevents the sites you visit from learning your physical
location, and it lets you access sites which are blocked.

DOWNLOAD

‘ or Browser Tor Browser lets you use Tor on Microsoft Windows, Apple MacOS, or

GNU/Linux without needing to install any software. It can run off a USB
flash drive, comes with a pre-configured web browser to protect your
anonymity, and is self-contained (portable).

Installation Instructions
Microsoft Windows « Apple MacOS « GNU/Linux Do you like what we do? Please consider making a donation »

Ny S

https://www.torproject.ora/projects/torbrowser.html



https://www.torproject.org/projects/torbrowser.html

Ef) How Tor Works &5 Tor node

« « o unencrypted link
g oncrypted link

Alice

- - -q Lt
- - - -
e—— -

Alice's Tor client
picks a random path to
destination server. Green -
links are encrypted, red
links are in the clear. -

e

Exit Node
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Torvs HTTPS

4 Anticorruption Tur X

& C | & Secure | https://anticorruptiontunisie.globaleaks.org

A Danger
It appears that you are browsing this site without any extra privacy and security!
You are strongly advised to visit this site using the desktop app called Tor Browser, that protects your identity.

Then, copy and paste the following address into the Tor Browser: 7arwbguug6pwlI5b7.onion

#4 Anticorruption Tunisi... %

S @ -~ ® | 7arwbguug6pwiSh7.onion/#

| ]
It appears that you are using Tor. To better protect your identity, be sure that you are using the Tor Browser.

The Tor Browser includes various privacy and security enhancements not present in other browsers.

18



&

C | & Secure

Security Awareness

https://anticorruptiontunisie.globaleaks.org/#

Warning! You are not anonymous.

Sending submissions over HTTPS exposes the act of doing so, but not the content.
Also, hiding the fact that you are submitting something makes the submission anonymous, which is strongly recommended.

This can be achieved with the use of the Tor Browser, providing anonymisation not found in other browsers like Internet Explorer, Firefox,
Chrome, Opera etc.

Which of the following statements is true?

HTTPS protects my identity, but not the content of my submission
HTTPS protects the content of my submission but not my identity
HTTPS does not protect the content of my submission nor my identity
HTTPS does protect both my identity and the content of my submission

*8 0 48 a

19



Anonymous and plausible-deniable receipt

Thank you!

Your submission was successful.

Remember your key code for this submission.

6161 8124 5462 4199

We will try to get back to you as soon as possible!

Use the 16 digit key code to log in. It will allow you to view any messages we sent
you, and also to add extra info.

View your submission

Hint: How to hide your key code

A useful way to hide your key code is to write it down like a credit card
number, i.e. by also including an expiration date.

Example:

6161 8124 5462 4199

12113

20



State Of the Designed for usability, GlobalLeaks enabled hundreds of
NGOs to create their own secure whistleblowing platform.
Research P

Current implementation now targets enabling those NGOs
to serve each several partner organizations or groups.

For this reason GlobalLeaks now offers:

e A multi-site (multi-tenancy) implementation;

e Integration with Let’'sEncrypt to ease HTTPS setup;
e Full features list at:

http://docs.globaleaks.ora/en/latest/Features.html

Read more about the documentation at:
http://docs.globaleaks.org/en/latest/

21



http://docs.globaleaks.org/en/latest/Features.html
http://docs.globaleaks.org/en/latest/

TRY.GLOBALEAKS.ORG

"1 Create your whistleblowing platform

GLOBALEAKS

Sign up

Domain *

[ Domain .try.globaleaks.org }

Name *

[ Name ] [ Surname ]

Email address *

[ Email address ]

Use Case *

[

© complete

Powered by Global eaks

22


https://try.globaleaks.org

Digital Whistleblowing

Who is using it and how?

23



Journalism & Media
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FIGHTING BACK® iltra. The first

Italian platform
for whistleblowers.

MEXICOLEAKS

SZIVAROGTASS!
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Investigative Journalism Digital Dropbox

e Investigative journalist groups acting on topics of public interest
e Journalistic investigation and fact-checking done in-house
e Publishing of scoops and articles

.%@

“TUN
PE

PRIJAVI ANONIMNO

WWW.PERUN.RS

The first \
Italian platform
for whistleblowers.

Safe & anonymous. m

Coordinate
release across

" multiple media
Select Category Fact Checking
Media Publishing

Send Tip Investigative
Journalism

26


https://irpi.eu/irpileaks/
http://atlatszo.hu/magyarleaks/
http://www.perun.rs/

Multi-stakeholder Digital Whistleblowing

LEAKS

PubLeaks Foundation
* Media Consortium

42 media partners * IT infrastructure management
* National Media * Can’t access leaks

* Printed Journals * Provides technical support

* Online Media * Provides “Secure” Laptops
TV

* Local Media

Reports received in few months proved
* Abuse of power by politicians
* Abuse of public funds


https://publeaks.nl
https://publeaks.nl

IF only 1 media

l " ‘ Publishing
ﬂ ‘ Select Media PU Fact or|1 n;edia
ﬁ EAKS Checking plattorm

(web,
printed, tv)

d Tip

Max 3 in IF multiple media
parallel receive the leaks

out of 42

* Embargo Period

Key Points: * Cooperation Rules

* Stimulate cooperation MUST write that
e Stimulate competition source came
» Whistleblower select recipient based on the media’s reputation from Publeaks
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A propos de Sourcesure
Questions / Réponses
@. e

SOURCE
SURE

Le site d’envoi anonyme de

documents vers les médias

VOUS POSSEDEZ VOUS SOUHAITEZ VOUS POUVEZ

DFSINFORMATIONS ~ LES ENVOVER SELECTIONNER

CONFIDENTIELLES ANONYMEMENT 05 DESTINATAIRES
AUX MEDIAS

MEDIAS PARTICIPANTS

fellionde
francetvinfo B()Bg

reor® __LE SOIR |

https://www.sourcesure.eu
By Le Monde, La Libre, Rtbf, Le Soir... (“Francophone PubLeaks”) 30



https://www.sourcesure.eu

Una platafg
al servicio de la ¢ ¥ - orfiaciofde fiterés pablico -

o

- . N &

MEXICOLEAKS

Una plataforma digital para compartir
informacion de interés publico

PRESENTACION

Martes 10 de marzo, Centro de Cultura Digital.
Paseo de la Reforma s/n esquina Lieja, Col. Juarez.
10:00 horas

https://mexicoleaks.mx
PublLeaks Mexico (w/multiple Mexican Media, financed by Free Press Unlimited
with organization by Association Whistleblowing Press)



https://mexicoleaks.mx

_.))) ﬂltl’a la PORTADA SOBRE RED COMO FUNCIONA POR QUE HACERLO

ESIMPOSIBLE CORRES
CUANDO i
LTRALA ES UNA PLATAFORMA INDEPENDIENTE
DENUNCIA CIUDADANA, PUESTA A SERVICIO DE LASOCIEDA

A TRAvés DE LA CUAL CUALQUIER PERSONA PUEDE ENVIAR ENVIAR
DE MANERA SEGURA NIMA INF*ION QUE DOCUMENTOS
DEMUESTRE CRIMENES, [ 5, CORRUPCIONTABUSOS

=
INFRACCIONES POR PARTE DE INDIVIDUOS, EMPRESAS O
[ J INSTITUCIONES

PN
Diagonal a i

CALM £3Civio
AND
- https://filtrala.org
"))) fl ltra'la “PubLeaks Spain” @filtrala with more than 5

Spanish media partners and NGOs, organized
.......................... by Association Whistleblowing Press
whistleblower concept
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https://filtrala.org

Colaboradores

FUNDACION

I, -
B AWP | Sisitiioning e

Truth is a human right

cLudUuoul
TRANSPARENTE

October 9, 2017

Alexis Mera emails reveal manipulation of legal proceedings in the Constitutional
Court

The following emails, exchanged between Alexis Mera, then Legal Secretary of the Presidency, and Carlos Cortaza, lawyer of
the former Ecuadorian Customs Corporation, show how both coordinated actions to interfere in the judicial proceedings
against businessman Welmer Quezada Neira.

Quezada was accused in several instances of customs fraud for his import and export business, most of which were filed in
the courts of the North Criminal Judicial Unit of Guayaquil. However, the dismissals were dismissed by the Constitutional
Court, by Ruth Seni Pinoargote, one of the judges proposed by the Executive. In addition, in that same sentence the
Constitutional Court also asked the Judicial Council to investigate the conduct of the judges of the Chamber that ordered
the dismissal. Soon these judges were dismissed.

In this context, the content of these emails can be serious, since the lawyer of the CAE explicitly thanks Mera for its role in
achieving those resolutions. 'l do not want to miss the opportunity to thank you for all the help in the WQ issue (Welmer
Quezada) with the resolutions obtained from the CC (Constitutional Court) we are going to reactivate all the cases that are
possible here in Gye' (sic), Cortaza said in 2013, when the strategy was taking shape. In addition, on September 19, 2013,
Cortaza reported having taken action to move the cases from Quito to Guayaquil: 'l already returned the cases of UIO and
tomorrow | pass it to the criminal court of Guayas to order another preventive detention to WQ and company'. It is necessary

Ecuador Transparente
https://ecuadortransparente.org/



https://ecuadortransparente.org/

Sobre Colaboradores Contacto Enviar documentos

PERU
TINS

QLLLL

Para enfrentar la corrupciéon hay que revelarla

( B Enviar documentos )

— PERIODISMO DE INVESTIGACION Y ANALISIS DE DATOS

@CONVOCA X hiqre;r%re:c;hfo;LaRepub]ica.pe PODER E3UW'CRQ v7eRr0.PE

S
OjoPublico 34



https://leaks.pe/

Activism

35



WildLeaks: WildLife Protection 99

Elephant

w- I d l k o
I ea s League
" l‘VW/”) Multi-stakeholder Initiative by:
Elephant Action League (US)
The First International Platiorm for Environmental Investigation Agency (UK)

Wildlife Crime Whistieblowers Oxpeckers Center (South Africa)
EcoJust (NL)

Global Eye (Africa and Southeast Asia)

Multi-stakeholder organization taking action in a collaborative against Wildlife Crime

3 " aks Authorities
'/’é Send Tip / Collaborative . e Neos
% J Investigation Action

Local Communities

The First International Platiorm for
Wildlife Grime Whistleblowers

Media




Human Rights Violations Reporting

37



Human Rights Violations Reporting

"Oasd Jasle” (e pgo 2
QL..:\)HGJL\JMJ}.)&A)'S)‘rl!AiJAZAJ:JHaLM.ﬂhLﬁJ&JA@AhMM| GlobaLeaks <y padius Luaiall 038
S el sl eyl dniin O (o e sted el ot s 55 Cilina ol 034 paancsy cpag M e cadd

Amnesty International (Saudi Arabia) -

AMLEA
AMNESTY https://www.amlea.org
INTERNATIONAL

GLOBALEAKS
Cour
‘/p/ \Q\' Pénale
\\(\@y Internationale Pilot Project
“¢ < International https://www.icc-cpi.int/carll
Criminal

Court


https://www.amlea.org
https://www.icc-cpi.int/carII

Anti-corruption Activism



ALAC: Transparency International Italy

TRANSPARENCY
ALAL

INTERNATIONAL
ALLERTA ITALIA

Associazione contro la corruzione

https://www.transparency.it/alac

e Started in Nov 2014, 147 tips in 2016
® Strict questionnaires focusing on information quality
e Try to transfer Whistleblowers’ inquiries to the right channel

Experimental / Practical handling of anticorruption Tip, considering whistleblowers’ safety
Anticorruption
Deal with Officer

i "
“‘ﬂ‘ﬁ Send Tlp AL Whistleblowers Action
| ALLERTA

.~ Authorities



https://www.transparency.it/alac

XNetLeaks
Anti-Corruption Activism in Spain

X

Buzon de xnet
XNETLEAKS

>
LEAK TO FIGHT
CORRUPTION

Xnet's Mailbox: Leaks against corruption
https://xnet-x.net/en/xnetleaks/

41


https://xnet-x.net/en/xnetleaks/

Barcelona Municipality Anticorruption Platform

www.barcelona.cat B2 Q catalaw ajuntament.barcelona.cat ©
Bustia Eticai de Bon Govern
Oficina per a la Transparéncia i les Bones Practiques

n QUEES? OBJECTIUS AMBIT DACTUACIO REQUISITS COM FUNCIONA? SEGUIMENT COMINICACIONS

First Governmental
Agency
promoting the use of
Tor
for Anti-Corruption!

l’

' =

Heu detectat una mala praxi a Utilitzant 'aplicacid, que garanteix Podeu escollir una comunicacié Podeu fer el seguiment de la
’Ajuntament de Barcelona i podeu la confidencialitat, podeu fer que totalment anonima. comunicacié a través d’un canal
aportar proves d'aquesta s’investigui el cas i s’actui per segur i conversar amb l’6rgan
conducta? millorar la integritat del sector gestor de la bustia, independent
public. en |'exercici de les seves funcions.

https://ajuntament.barcelona.cat/bustiaetica/ca

https://xnet-x.net/en/whistleblowing-platform-barcelona-city-council/ 42



https://ajuntament.barcelona.cat/bustiaetica/ca
https://xnet-x.net/en/whistleblowing-platform-barcelona-city-council/

S= Kontakty Pro média Oziveni v médiich  Partnefi a darci
bez ){korupce

Onds ¥ Codéldme ¥ Nasetémata v Kauzy Publikace

%] Oznamte korupci!

Domov » Jak oznamit korupci?

Jak oznamit korupci?

Preskocit primo k oznameni

Oznamujte bezpecné pomoci rozhrani Globaleaks!

GlobaLeaks je software, ktery i méné technicky zdatnym osobam umoziiuje podat oznameni o
korupci takovym zpilsobem, aby bylo mozné zarucit jejich anonymitu a ochranit obsah jejich
sdéleni za pouzity modernich kryptografickych nastroji. Nastroj umoziiuje dvé varianty oznameni
- diivérné a via Tor (o rozdilu mezi podanimi si prectéte nize na strance).

Oziveni je od &ervence 2015 jedingm poskytovatelem GlobaLeaks v CR.
Prijemci Vaseho oznameni budou vZdy respektovat Vasi anonymitu, at jste jiz vybrali variantu podani

divérného oznameni nebo via Tor, ktery zajistuje jak Vasi anonymitu, tak chrani obsah Vaseho sdéleni v

kvberprostoru. V pfipadé. Ze pouziiete podani via Tor. nemizeme ov§em zarucit anonvmitu Vaseho

Oznamte korupcni jednani
bezpecné a anonymné pomoci
zabezpeceného rozhrani
GlobaLeaks.

GLOBALEAKS

Chci oznamit nekalost

GlobaLeaks je open source projekt zaméreny na vytvoreni platformy pro
bezpecné a anonymni oznamovani nekalych jednani

K nekalému jednani dochazi
mnohem casteéji, nez je
medializovano. Dokazuiji to kauzy
z nasi pravni poradny:



Pistaljka: Anti Corruption Activism

http://pistalika.rs/

Initiative supported by:

o Q
pls a J a PENYBJIUKA
CPEHUJA
ATEHLIUJA
3A BOPBY
IMPOTUB
B D | P

@

Structured workflow of operation for Serbian wholesale anticorruption initiative

i
/(% Send Tip Issue FOIA
L pistaljka
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Public Agencies



Anticorruption in the Public Sector
Italy

Regione , ——
LOl%bordiO AZ]enda San]tar]a Locale http://www.aslbrescia.it
ASL B ' dela provincia di Brescia (Italianplftl:_alB;?JSbcl:ilz health
rescid

agency)

Illll Curiamo |8 CORRUZIONE ssmessmss

‘RIEMERGO
SPORTELLO LEGALITA
DELLE CAMERE
DI COMMERCIO
LOMBARDE

AUTOVIE VENETE
http://www.autovievenete.it
Venice’s Region https://www.sportelliriemergo.it
Highway Company 12 Lombardy Region

46
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http://www.aslbrescia.it
https://www.curiamolacorruzione.it
http://www.autovievenete.it
https://www.sportelliriemergo.it

IIIIl Invia una SegnaIaZione! Hai gia effettuato una segnalazione? Inserisci il tuo key code.

XXXX XXXX XXXX XXXX

Curiamo
la CORRUZIONE

PROJECY SUPPORTED BY SIEMENS
AS PART OF TRE SIEMENS INTEGRITY INITIATIY

Voglio fare una segnalazione in merito a

BARI - Asl CATANIA - Policlinico Vittorio Emanuele CATANZARO - Asp MELEGNANO E MARTESANA - Asst

ASLBA
——
ORBASSANO (TO) - AOU San Luigi Gonzaga RAGUSA - Asp SALERNO - Aou San Giovanni di Dio e Ruggi SARDEGNA - Ats
d'Aragona
& o 2
V€ eole
SIRACUSA - Asp

a7



NSSF -~ @ Don’t let your boss

WHISTLE _
BLOWER | rob your benefits
] L Over 12,000 Employers are not

remitting their workers’ savings. Your
benefits are at stake and only you can
protect them.There’s a better way of

getting what’s yours.

. : I'm here to
I'm here to I'm here to CONFIRM MY
ASK BLOW EMPLOYER IS PAYING
QUESTIONS THE WHISTLE MY NSSE

. Click Below to Submit a Tip
Blow The Whistle
Blow the whistle
Over 12,000 employers are not remitting their worker's savings. Your
Have you already filed a submission? Enter your key code.

benefits are at stakeand only you can protect them.
XXXX XXXX XXXX XXXX

Simply click 'Blow the Whistle' on your right to securely and
anonmously blow the whistle and share information on non-compliance.

sneak up today and protect your benefits.
isha.org/#/

NSSF Whistleblower- Uganda’s National Security Pension Fund
https://www.nssf.julisha.org/

48
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B 4 TRANSPARENCY
Al_ , INTERNATIONAL
' ITALIA

ALLERTA

Associazione contro la corruzione

Transparency International Italy
ALAC: Case Study



Information Quality ALAC

e Rules number 1: Reduce the noise!
e |ncrease information quality with:

e Structured questionnaires

e Required fields

e Vertical/Focused questions

e Periodic review of questionnaires
e A submission should take 5 minutes

50



Expectations ALAC

e Be very clear on Whistleblower’s expectations

e Very clear statements on:
e \What can be sent and what not
e \What receiver will do and what will NOT do

51



Trustworthiness ALAC

ANTICORR

e QOverall strategy to improve “trustworthiness”

e All website in HTTPS (including public ones)

e “No Logs” policy (including declared data
retention policy)

e Data Retention Policy

e Use of trustworthy software
e Globaleaks for Whistleblowing Security
e Tor Browser for Digital Anonymity

52



Whistleblowers Identity

e Giving Whistleblowers “options”

Submission Whistleblower Secure
Security Identity Technology
Confidential Declared HTTPS
Anonymous Undeclared HTTPS
Maximum Security Undeclared Tor

53
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Submission Processing ALAC

e Not everything that gets submitted is “a case”

e Define pre-qualification criteria & procedures

e (Once a submission becomes a case “be fast!”

e Gives a feedback to the Whistleblower within a ~24/48h to get more
information

e Gives a date to give out an update/outcome!

54



How to setup a Whistleblowing
initiative?



What do you want
to achieve?

Define your whistleblowing
project goals




The “Leaks”

e  Which information are you looking for?

e How do you qualify the information
received?

e What do you realistically expect to receive?

57



Whistleblowers

e Who are the sources/whistleblowers likely
to send you information?

e What are the motivations driving a
source/whistleblower to send you an
information?

e Which languages are spoken by
whistleblowers?

58



What Do You Do With The Leaks?
RN

What are you going to do with How you are going to

information received? verify/fact-check them?

Who are the persons involved in Did you clearly, publicly documented

handling the leaks? your data management & editorial
policy?

N :



Assess Your
Organizational Capacity

e How do you organize yourself?

® Do you have all the relevant skills and
effort available to run the project?

\ Building
Infrastructure Organizational
j Capacity

L Information

Structure

Policies

60



Role

Duties

Estimated
weekly hours

Who is in charge
of that role?

Project Manager

Management of the launch of the
initiative, coordination of activities and
team’s collaboration tools. Can manage
Global eaks.

Graphics & Design

Creation of graphical artifacts (e.q. logos,
images, infographics, efc.).

Webmaster

Setup and management of Public
website of the initiative.

Communication &

Communication of initiative, targeted

Advocacy campaigning of public to encourage
whistleblowing, advocacy of initiative.
Fact-Checkers Verification, Redaction, Analysis,

(Receivers)

Formatting, Publishing of Submissions.

System
Administrator

Setup and maintenance of the technical
facilities to run all the initiatives
(GlobalLeaks, Website, technical
assistance to the staff). Can manage
Globaleaks.

Security Advisor

Aadvice and counseling to staff, related to
issues of privacy and security.

Legal Advisor

Aadvice and counseling to staff, related to
legal matters.

61




Legal Framework

Did you assess your legal risks in soliciting whistleblowers and taking actions on
received information?

Which are the legal liabilities of the different stakeholders (Whistleblowers,
Receivers, Maintainer)?

Are you operating as informal individual group or as a legal entity? Who's liable for
that?



Communication & Campaigning

e Leaks are not coming alone, you need to solicit them!
e What’s your media strategy?

e How you are going to campaign?

e How you will manage critics coming to you?

e Do you have partners to work with?

e Are you going to “surf the news” with targeted-campaign?



Operational Security

Who is interested in acquiring the “leaks”? What are their
capabilities?

How do you protect the information you receive?

How do you protect the communication among the people
taking actions on the leaks?



Whistleblower Security

e Do you understand the risks that the
Whistleblower is facing?

e Did you clearly communicate the “social” and
“technological” risks to the whistleblower?

e What level of protection are you providing to
the whistleblower?



THANK YOU FOR THE ATTENTION

Please feel free to reach out!

Giovanni Pellerano
giovanni.pellerano@hermescenter.org
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