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GREETINGS, FOLKS!

WHOAMI

» B.Sc./M.Sc. in Computer Science and Engineering at
Politecnico di Milano;

» Playing hacking competitions (CTFs) with Tower of Hanoi and i
mhackeroni since 2015; )

» Currently pursuing Ph.D. in Quantum Machine Learning and
application to Cybersecurity at Politecnico di Milano.




GREETINGS, FOLKS!

WHOAREWE

» Hackers! We regularly meet and we hack.
Our crime is that of curiosity.

» Politecnico di Milano CTF Team.
Part of mhackeroni.
Cyberchallenge.IT organizers @ Polimi.

» The oldest Italian CTF team...

POLITECNICO MILANO 1863

= CST

laboratory

HTTPS://TOH.NECST.IT

@TOWEROFHANOI
TOH@NECST.IT
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MEETING TOWER OF HANOI

FIRST. . .HOW DID | MEET TOH?



MEETING TOWER OF HANOI

APPROACHING A HACKING TEAM IN 2015

» Met them at my first year
* | didn't know how to CODE

» Joined their hackmeetings. Hackmeetings are peer meetings...

“Bro that challenge is easy! Just overflow the buffer, overwrite
the return address with some code pointer and you'll highjack

Il
!

the control flow
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HOW DID | SURVIVE?

» Stubborn as hell

» Kept going to the hackmeetings. Silently learning the language for more than a
year...

» Read and practiced a lot (Erickson’s The art of Exploitation + https://root-me.org
saved me © ') + learned how to search things online properly

» WENT TO EVERY CTF WITH TOH!

» It might be frustrating and damn hard at the beginning. It'll get better, a lot!


https://root-me.org

WHAT'S A CTF?

WAIT, ONCE AGAIN, WHAT'S A CTF?



WHAT'S A CTF?

CAPTURE THE FLAG!

» Security competitions

» Try to break into applications/systems to retrieve some
secret: a Flag!

flag{this_l00ks_like_4_flag!}




WHAT'S A CTF?

SKILLS IN A CTF TEAM

Reverse Engineering Cryptography

v/

Binary Exploitation Web Applications

System Administration Forensics



WHAT'S A CTF?
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DESIGNING GOOD CHALLENGES

» Focus on some specitfic vulnerability/ies ﬁ

» Hardly no bruteforcing required

» No guessing

» Non-exploitable via automatic tools (pff, script kiddies...)



WHAT'S A CTF? I

THERE ARE TWO TYPES OF CTFS

TeamN

DC27 QUALS TRAINING " RULES "~ SCOREBOARD | SOLVES|  LEADERB(

.7 FINAL FRONTIER | I . SPEEDRUN

Jeopardy Attack & Defense
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JEOPARDY

» Cathegories
» All vs onel!

» Last ~48h

» No need to patch

-ncnwms O g [ RuLES [ SCOREBOARD [ SOLVES [ LEADERB

127 PTS

RETURN_TO_SHELLQL
(COMPLETED)

LCARSOOO (COMPLETED)

BABYHEAP (COMPLETED)

BABYTRACE (COMPLETED)

SHITORRENT (COMPLETED)

@57 mwa prowmer S D

WEB
(COMPLETED BY 45
CADETS)

REVERSE, SHELLCODE
(COMPLETED BY 24 CADETS)

PWN
(COMPLETED BY 88 CADETS)

REVERSE
(COMPLETED BY 76 CADETS)

PWN
(COMPLETED BY 22 CADETS)

@ N . seeeorun

SPEEDRUN-001 (COMPLETED)

SPEEDRUN-002 (COMPLETED)

SPEEDRUN-003 (COMPLETED)

SPEEDRUN-004 (COMPLETED)

SPEEDRUN-005 (COMPLETED)



SCORING

Partners Teams Scoreboard Challenges A Notifications @ Solves %3 Settings Profile @
Place User Score
1 4314
Challenge 14 Solves
2 3692
Too Many Puppers

3 3519
4 3173

Here is a zip file full of just the finest little puppers. Can you find the
hidden flag in the pile of pupper pictures? > 3158
6 2946
7 2896
8 2830

Flag Submit
) 9 2128
10 2049
11 1901

12 1471
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ATTACK AND DEFENSE

» All vs all!

» Last ~8h

» Need to patch

» Attacks each ‘tick’

» Need tools
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SCORING
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TEAM ORGANIZATION (A & D)

Sysadmins

Challenge Solvers

Tool Dev/Deployers




INFRASTRUCTURE AND TOOLS

N

Game Router

ToH Router (Nat) \ 7/

' Tunnigo (aka Sniffer)

Leam , 1‘1 . ' Vulnbox




SUBMITTING FLAGS

Submission +
Target Identification
N

Database

L] L]

L] L]

Uy 2= 4
Attackers
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SUBMITTING FLAGS

Flag Accepted!

Flag Accepted!

Flag R

Flag Accepted!

Flag Rejected

IXPAIDXW

| Denied: Mag

invalid flag



NETWORK ANALYSIS

Tunniceddu

all = Standard Mode

24 Apr

25 Apr

=x Mode

26 Apr

. Auto Refresh

. Notifications

i

27 Apr

vY'FLAG_IN ¥ FLAG OUT ¥ FLAG_FAKE ¥ DELTA ¥ ATTACK

Show

10 v entries
Timestamp
2019-04-23 14:12:09

2019-04-23 14:12:26

2019-04-23 14:13:32

2019-04-23 14:14:20
2019-04-23 14:16:27
2019-04-23 14:16:28
2019-04-23 14:16:29
2019-04-23 14:16:30
2019-04-23 14:16:31
2019-04-23 14:16:57

Timestamp

Showing 1 to 10 of 1,944 entries

Flow ID

Flow ID

538(

L

2-10000 _1556021546393649

-10000_1556021612612787

-10000

814-10000

6-10000 1556021788482424

818-10000 1556021789488025

53820-10000 1556021790491266

3822-10000_1556021791496818

53824-10000

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

10.79.3.187

Port SRC

Port SRC

Previous

Search:

IP DST

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

10.79.3.202

IP DST

Port DST

Port DST

Alerts

Alerts

195
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BACKDOORING

Cross-compilation
Encrypted communication
& more evil stuff



A BRIEF HISTORY OF TOWER OF HANOI
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PWNING SINCE 2004

~

UCSB iCTF winners in 2004 and 2005.

. l! | “
5? \g\;l\.’.. é“" ‘




A BRIEF HISTORY OF TOWER OF HANOI
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PWNING SINCE 2004

(2012)




A BRIEF HISTORY OF TOWER OF HANOI
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(2018)

Ekaterinburg, Russia



A BRIEF HISTORY OF TOWER OF HANOI
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FOR THE FIRST TIME IN 13 YEARS

(2019)



A BRIEF HISTORY OF TOWER OF HANOI
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WHOPS. ..




A BRIEF HISTORY OF TOWER OF HANOI
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NOT ONLY CTFS... HACKING PLANTS IN SINGAPORE!

SUTD University, Singapore
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ON THE ROAD TO DEFCON CTF
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FOLLOWING UUR DREAMS: DEFCUN CTF CTF ALSO MEANS COMMUNITY

No age limits. No team size limits.
The most famous CTF of all... Every year in Las Vegas!

Only 15 teams can qualify during the year. More than 1000 teams attempt.

©
(=

mhackeroni Tower of Hanoi ~ COOkies Spritzers The Roman Exploit
ltalia Milano Venezia Padova Roma



ON THE ROAD TO DEFCON CTF
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DEFCON CTF

We managed to play 4 DEFCON CTFs. From 2018 till today.



ON THE ROAD TO DEFCON CTF
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WONDERING HOW IS IT LIKE?

Las Vegas, Nevada




JOINING TOH
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HOW DO | JOIN TOH?
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CYBERCHALLENGE.IT

Free course on infosec.
For 20 young talents

(o
||||“I|‘I
(H()

YBER
HALLENGEIT

Courses start on the 2nd semester.

Remember how | started? | wish | had this opportunity back then!

Enroll now! Registration open from 02/11/2021 to 14/01/2022.
https://cyberchallenge.it



http://cyberchallenge.it
https://cyberchallenge.it

JOINING TOH
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HACKMEETINGS

We meet every Saturday
here at Polimi in room 3.1.5

We train by playing CTFs, join us!

EEECSEERBEEEERssenarssesannyasaaresaayzas




JOINING TOH

WE ALSO HAVE A DISCORD SERVER!

Send us an email at toh@necst.it
to get an invitation!

CONTACT US

HTTPS://TOH.NECST.IT

@TOWEROFHANOI
TOH@NECST.IT

Tower of Hanoi v

Usa il Quick Switcher per
esplorare pil facilmente i tuoi

server. Premi:
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EXPLOITATION

35

OK.. BUT HOW DO EXPLOITS HAPPEN?

A TINY BIT...



HOW DO EXPLOITS HAPPEN? 36

DEVELOPERS VS ATTACKERS

. developers see client as a (cooperative) part of the application

the user will click on the “Login” button
as a result the browser will generate a correct GET request to /login.php?user=foo

the server will process the request

we can craft a GET request to send /login.php?user=w/-|4t3v3r to the server



HOW DO EXPLOITS HAPPEN?
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THE DATA AND CODE PROBLEM
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CODE INJECTION PROBLEMS

Conflicting requirements:

) : we need to mix code (e.g., HTML) with data (e.g., the
blog comment)

> : hever mix code and datal!

. If, at any point, there is a “parsing” routine (e.g., browser’s JavaScript
parser) that reacts (e.g., prints something) on some “control sequences” found in
data (i.e., no input validation), we have a



HOW DO EXPLOITS HAPPEN?
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WHAT WILL YOURS SAY?



HOW DO EXPLOITS HAPPEN? 40

THE UNTRUSTWORTHY CLIENT

» The golden rule of web application security is that the client is never trustworthy

» We need to filter and check carefully anything that is sent to us (server)

* We cannot validate inputs on the client side e.g., through JavaScript

* Variables, such as REFERRER or USER-AGENT, that the client is sending us,
can lie...



THREE-TIER WEB APPLICATION ARCHITECTURE

/login.php?

user=foo = funcl (a, b)
R S—_——

SELECT * FROM
-_—

table WHERE

(results)

user, name
01, foo
02, bar
200 OK ‘% g
<—

(response)

HTTP Client HTTP Server Application Database
(Browser) (Webserver) Server Server




CODE INJECTIONS: SQL INJECTIONS
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A SIMPLE LOGIN EXAMPLE. ..

nsertusername: |

nsertpassword: [

Field txtUser

Field txtPassword



CODE INJECTIONS: SQL INJECTIONS
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LET'S LOOK AT THE SERVER-SIDE CODE

public void onLogon(Field txtUser, Field txtPassword) {

SqglCommand cmd = new SglCommand(String.Format(
"SELECT * FROM Users
WHERE username="{0}'
AND password="{1}";",
txtUser.Text, txtPassword.Text)):

SqglDataReader reader = cmmd.ExecuteReader();

if(reader.HasRows())
IssueAuthenticationTicket();
else
RedirectToErrorPage();



CODE INJECTIONS: SQL INJECTIONS L4

WHAT THE PROGRAMMER THOUGHT

Field txtUser

Insert username: Field txtPassword

Insert password:

SELECT * FROM Users WHERE username="’ ' AND password="’ |

This query gets executed and if it returns at least one row the user is granted
access



CODE INJECTIONS: SQL INJECTIONS
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WHAT THE HACKER SEES

Field txtUser

Insert username: Field txtPassword

nsertpassword: [

SELECT * FROM Users WHERE username=’ " AND password="
-- means ‘comment”

This query gets executed and if the users exists, it returns at least one row

regardless of the password. Our attacker is granted access.
Beware: some DBMS, e.g., MySQL, have a slightly different comment syntax



CODE INJECTIONS: SQL INJECTIONS
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WHAT |F YOU DON'T KNOW A VALID USER?

Field txtUser

Field txtPassword

SELECT * FROM Users WHERE username=""" AND password=""



CODE INJECTIONS: SQL INJECTIONS 47

WHAT |F YOU DON'T KNOW A VALID USER?

Field txtUser

Insert username. Field txtPassword

SELECT * FROM Users WHERE username="’ " AND password="

This query gets executed and the second part of the OR is always true;
returns all rows, which is more tha one, and our attacker is granted access



LET'S GO PWN!
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HANDS ON

https://web1.chall.necst.it/bobby.php

Let’s log in as Bobby :)



https://web1.chall.necst.it/bobby.php

LET'S GO PWN! 49

HANDS ON - YOUR TURN!

https://hackinglab.necst.it [1 ARMANDO BELLANTE

— @IKIGAT
—7>— @ARMANDO_BELLANTE

You can login as: HTTPS://TOH.NECST.IT

@TOWEROFHANOI
TOH@NECST.IT

® usr: hackinglab@necst.it

* psw: hackinglab

Choose a username and remember the code to recover your game!


https://hackinglab.necst.it
mailto:hackinglab@necst.it
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